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BACKGROUND 
 

On January 9, 2017, St. Jude Medical announced the latest release of cybersecurity updates for its Merlin remote 
monitoring system that is used with implantable pacemakers and defibrillator devices. We collaborated with the U.S. 
Food and Drug Administration (FDA) and the U.S. Department of Homeland Security (DHS) ICS-CERT unit on these 
updates. The improvements include security updates that complement the company’s existing security measures and 
further reduce the extremely low cybersecurity risks. 
 

It is important to note that all medical devices using remote monitoring are exposed to the risk of a potential 
cybersecurity attack. However, St. Jude Medical is not aware of any patient harm associated with cybersecurity 
incidents related to a St. Jude Medical device, nor is it aware that any specific St. Jude Medical device or system in 
clinical use has been purposely targeted.  
 

ABOUT THE IMPROVEMENTS 

 We released the latest software update to 
Merlin@home™ on January 9, 2017, and the 
updates will be implemented over the next couple 
of months.  

 The update includes additional validation and 
verification between Merlin@home™ devices 
and Merlin.net.  

 The software updates do not require any 
changes in your use of Merlin@home™ devices 
and do not require an in clinic visit to your 
physician. 

 

WHAT PATIENTS SHOULD DO 

 As is always recommended, patients should 
make sure that their Merlin@home™ unit is 
plugged in and connected via landline, cellular 
adapter, or Ethernet/WiFi so they can receive 
these and any future security updates. Patients 
do not need to do anything else to enable their 
Merlin@home™ units to receive updates. 

 Patients should continue with existing use of 
Merlin@home™ devices as instructed by their 
physicians. 

 Patients with any questions should reach out to 
their physicians. They can also call the Merlin 
hotline at 1-877-MY-MERLIN (1-877-696-3754) 
or visit www.sjm.com/Merlin for more information.   

 
 

BENEFITS OF REMOTE MONITORING 

 Remote monitoring ensures important device 
information is available to healthcare providers 
quickly so physicians can consider adjustments 
to medications or recommend other clinical 
intervention. 

 Multiple studies continue to prove the positive 
impact of remote monitoring.  

 Remote monitoring has become the 
recommended standard of care over the past 
decade. More information on remote monitoring 
can be found at www.sjm.com/Merlin.  
 

 

OUR COMMITMENT  
At St. Jude Medical, the safety and security of 
patients is always our primary focus. St. Jude Medical 
has taken, and will continue to take, appropriate steps 
to ensure the continued safety, security and 
effectiveness of its devices. The company will also 
continue to work with our Cyber Security Medical 
Advisory Board, FDA, DHS ICS-CERT, researchers, 
physicians and others in the industry in a coordinated 
way to develop best practices and standards that 
further enhance the security of devices across the 
medical industry.  
 
ADDITIONAL RESOURCES 

 Our Commitment to Product and Information 
Security 

 Getting the Most Out of Remote Monitoring
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