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EUROPEAN UNION AND SWITZERLAND
DATA PROCESSING AND TRANSFER POLICY

Change synopsis: For persons located inthe EEA: The EU
General Data Protection Regulation (“GDPR”) isin force from 25
May 2018. The GDPR amends and updates the rightsyou havein
relationtoyour personal data, and whatcompaniesthat process
your personal dataare permitted and required to do. It also
requiresthatwe provide youwiththe followinginformation in
additionto thatwhichyou have already received: This
supplemental notice supersedes any information you have already
received fromus. PDF Read full updates for the EU General Data
ProtectionRegulation

SCOPE

St. Jude Medical (SIM) respects and protects personal
information thatwe process. As part of our commitmentto data
privacy and security, SJM works to ensure that all data transfers
from the European Union (“EU”) and Switzerland to the United
States (“US”)areappropriateandallowed underapplicable laws,
regulations, certifications, contractual agreements, and consent
forms.

This policy describes the principles SIM follows with respect to
transfersofpersonalinformationbelongingtopatients enrolledin
clinical trials, and customers and patientsenrolled in the
Merlin.net™ Patient Care Network (“Merlin.net”), whetherin
electronic, paper, or verbal format, between the EU or Switzerland
andthe US.

EUROPEAN UNION AND SWITZERLAND DATA
TRANSFERS

St. Jude Medical iscommitted to complying with all applicable
lawsand regulations for personal information we process; as well
aswith the EU-U.S. and Swiss-U.S. Privacy Shield Frameworks,
the information transfer mechanism which allows for the transfer
of personalinformationfromindividualsinthe European Union
and Switzerland to the United States. St. Jude Medical adheres

to the Privacy Shield Principles as described in this policy.
Additionally, SJM has and will continue to maintain appropriate
contractual agreements with our customersand SJM’s European
entities, and consent agreements with patientsenrolled in clinical
trials or Merlin.net. Furthermore, SJM has and will continue
toworkwith and comply with the applicable Data Protection
Authorities in the EU and Switzerland.

DEFINITIONS

Agent—Anythird party that processes personal information
under the instructions of, and solely for, SJM or to which SJM
discloses personal information for use on SIM’s behalf.

Customer — A hospital or clinic that provides treatment using
SJIMdevices and Merlin.net, and/or the individual medical
personnel (i.e. physiciansand nurses) that use Merlin.net.

Data Controller — The legal entity responsible for
determining themeansand purposesofprocessingpersonal
information and sensitive personal information. SJIM’s
customersaredata controllers of information related to SIM’s
customers and patients enrolledin clinical trials, and customers
and patientsenrolledin Merlin.net.

Data Processor — The legal entity who processes personal

information or sensitive personal information on behalf ofthe
data controller. SJM is the data processor as we are processing
information on behalf of our customers.

Employee — Anindividual employed by a SIM affiliate located
in the EU or Switzerland.

Patient— Anindividual in the EU or Switzerland enrolledina
clinical trial sponsored or co-sponsored by St. Jude Medical or one
of its affiliated companies, or an individual or customerenrolled in
Merlin.net by their physician or clinic.

Personal Information — Any information or set of
information thatidentifies or could be used by or on behalf of
SJM toidentify anindividual.Personalinformationdoesnot
includeinformation thatis encoded or anonymized and is not
subjectto re- identification, or publiclyavailableinformation that
hasnotbeen combined with non-public personal information.

Process (and any derivative of) — Retrieval, collection,
access, use,management,transfer,disclosure, storage, editing,
alteration, correction,disposal,ordestructionofpersonal
information.

Sensitive Personal Information — Personal information
that receives heightened protection under various laws of
countries inwhich St. Jude Medical operates, including but not
limited to: race,ethnicorigin, political opinions, religious or
philosophical beliefs, trade union membership, sex life or
orientation, or informationthatconcernsanindividual’'s
physicalormental health.

St. Jude Medical or SIJM — St. Jude Medical, LLC or our
entities.
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PRIVACYPRINCIPLES

SJM adheres to the following privacy principles when
transferring data from the EU or Switzerland to the US. These
privacy principles have been compiled fromthe EU-U.S.and
Swiss-U.S. Privacy Shield Frameworksand have been integrated
into SIM’sdata privacy framework. The frameworkis based on
the 1ISO 29100:2011 standard; ISO standards are issued by the
International Organization for Standardizationand are accepted
internationallyasrisk-basedauditable principles. These privacy
principles are followed by SIJM as part of our commitment to
usingbest practicesintransferring, processing, and protecting
data.

Tolearn more about the Privacy Shield Framework, please visit
www.privacyshield.gov/.

NOTICE

Where SIM collects personal information directly from
customersor patientsenrolled in clinical trials, wewill inform
them of the types of data being collected, the purposesfor

which we process their personal information, the types of
non-agent third parties to which SJIM may disclose
thatinformation, and the choices and means, if any, SIM offers
individualsfor limiting the processingand disclosure of their
personal information. Notice will be providedinclearand plain
language at the time of collection, or as soon as practicable
thereafter. An additional notice will be provided if SIM wishes
tousethe information forapurpose notoriginally identified.
Personal information about patientsenrolled in clinical trials may
be used ina manner consistent with the general research purpose
forwhich the datawere originally collected; thisincludes usein
future medical and pharmaceutical research activities thatare
unanticipated at the time of original collection.

Where SIM acts as a data processor for Merlin.net, we will
provide information to the data controller (the Customer) about
howthe system processes personal information. The data
controllerwill be responsible for informing its patients and staff
aboutthe processingandwill obtain consentfrom patientsand,
where necessary, from their staff as part of the enrollment process
for Merlin.net. The personal information of individualsenrolledin
Merlin.net may be used inamanner consistent with the consents
obtained or information provided by the Customer at the time of
enrollment.

CHOICE

Where SIM collects personal information directly from patients
enrolled in clinical trials, in the EU or Switzerland, we will offer
the opportunity to choose (opt-out) whether their personal
information is (a) to be disclosed to a non-agent third party or
(b) to be used for a purpose other than the purpose forwhich it
wasoriginally collected or subsequently authorized. SIMwill
provideindividualswithreasonable mechanisms to exercise
their choices. Where SIM receives
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personal information as a data processor for Merlin.net, SIM will
workwith the datacontroller to provide reasonable mechanisms
forindividuals to exercise their choices and process the dataas
directed by the datacontroller.

For sensitive personal information, SIM will give patientsenrolled
inclinical trials, the opportunity to affirmatively and explicitly
consent (opt-in) to the disclosure of the information toanon-
agent third-party or the use of the information for

apurpose other than the purpose for which itwas originally
collected or subsequently authorized by the patient. Where SIM

is the data processor for Merlin.net, SJM will process the dataas
directed by the data controller.

ACCOUNTABILITY FOR ONWARD TRANSFERS TO THIRD
PARTIES

SJIM isresponsible for personal information in our possession or
custody, including personal information thatwe may transfer to
third parties for processing, including storage. In connection with
the purposes described in the “Notice” Section above, SIM may
transferyour personal information to other companieswithin the
St. Jude Medical group of companies or to third parties such as
external service providers. In cases of onward transfers to third
parties, SIM will limit the personal information shared to the
minimumamountnecessary andwill obtainassurancesfromthird-
party business partners (agents) that they will safeguard personal
information consistentwith our policies. Examples of appropriate
assurancesthat may be provided by third party business partners
include: acontract obligating the third party to provide at least the
same level of protection asis required by the applicable laws and
regulations; including the EU Directive 95/46/EC (the EU Data
Protection Directive); standard contractual clausesasapproved

by the European Commission; certification under the EU-U.S.
and Swiss-U.S. Privacy Shield; or being subjectto a European
Commissionadequacy finding. Where SIM has knowledge that
athird-party businesspartnerisusingordisclosing personal
information inamanner contrary to our company policy, SIM will
take reasonable steps to prevent or stop the use or disclosure. SJIM
remains responsible and liable under the Privacy Shield Principles
ifathird-party business partner usesor discloses personal
information inamanner inconsistentwith the Privacy Shield
Principles, unless SIJM proves that we are not responsible for the
eventgivingrisetothe damage.

SECURITY

SJIM will take reasonable precautions to protect personal
informationinitspossessionfromloss, misuse,andunauthorized
processing.

DATAINTEGRITY

SIMwill use personal information only inways that are
compatible with the purposes for which it was collected or
subsequentlyauthorized by the patientenrolled
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in aclinical trial. Where SJM is a data processor for patient or
customer data in Merlin.net, SJM will process that data consistent
with the direction of the data controller. SJM will take reasonable
stepsto ensure that personal information is accurate, complete,
current,and relevantto its intended use.

ACCESS

Upon request, SIM will grant patientsenrolled in aclinical trial,
reasonable access to personal information that it holds about
them. In addition, SJM will take reasonable stepsto permit
individualstocorrect,amend, or delete informationthat is
demonstrated to be inaccurate or incomplete. Where SIM is a
data processor for Merlin.net, SIM will act at the direction of
the datacontroller.

VERIFICATION

SIMwill use aself-assessment verification approach and conduct
complianceaudits of itsapplicable privacy practices to verify
adherence to this policy. St. Jude Medical’semployees receive an
annual trainingon SJM’s privacy principles and practices.

ENFORCEMENT AND DISPUTE RESOLUTION

In compliance with the Privacy Shield Principles, SIM commits
toresolve complaintsabout our collection or use of personal
information. Individuals in the European Union or Switzerland
withinquiriesor complaints regardingour practices of this policy
should first contact St. Jude Medical, LLC by sending the inquiry
orcompliantto:

Rolando Galvez
ChiefPrivacyOfficer

St. Jude Medical, LLC
One St. Jude Medical Drive
St.Paul, MN 55117 USA
cnprivacy@sjm.com

SIMwill respond within 30 days of receiving any complaints. Any
complaints or concerns that cannot be resolved internally will be
referred to JAMS Privacy Shield Program, an alternative dispute
resolution provider located in the United States in which
arbitration is binding. Ifyoudo not receive timely
acknowledgement of your complaintfromus, or if we have not
addressedyour complainttoyoursatisfaction, please contactor
visit http://www.jamsadr.com/eu-us-privacy-shield

for more information or to file acomplaint. The services of JAMS
Privacy Shield Program are provided at no costto you.

St. Jude Medical, LLC, an Abbott company

One St. Jude Medical Dr., St. Paul, MN 55117 USA, Tel: 1 651 756 2000
SJM.com

St. Jude Medical is now Abbott.

™ Indicates a trademark of the Abbott group of companies.

1 Indicates a third-party trademark, which is property of its respective owner.
©2020 Abbott. AllRights Reserved.
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SJIM complies with the Privacy Shield Principles and is subject to
the investigatory and enforcement powers of the FTC.

Any employee that SIM determines is in violation of this
policy willbe subjecttodisciplinaryactionuptoandincluding
termination of employment.

LIMITATION ON SCOPE OF PRINCIPLES

Adherence by SIM to this policy may be limited to the extent
requiredto meetlegal, governmental, or national security
obligations, including requirementstocooperate with law
enforcement.

CHANGES TO THIS POLICY

This policy may be amended from time to time, consistent with the
requirementsofapplicable lawsand regulations. The revisions

will take effect on the date of publication of the amended policy, as
stated. The change synopsis, found at the beginning of this policy,
will state any material changes to the policy.

CONTACT INFORMATION

Complaints, questions, comments, or concernson this policy, data
collection, or data processing practices should be sent to:

Rolando Galvez
ChiefPrivacyOfficer

St. Jude Medical, LLC
One St. Jude Medical Drive
St.Paul, MN 55117 USA

+1-651-756-2000
+1-800-328-9634
CNPrivacy@sjm.com
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